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Cybersecurity is a significant part of the complete world that is 
information technology.

Professionals working in cybersecurity ensure the security of systems that 
organizations use for the storage, retrieval, and sending of information. While most 
of these systems today are computerized, they weren’t always so. However, there 
have long been information security professionals in some form or another, even 
as far back as ancient Mesopotamia. Their job was to gather, monitor, transfer, and 
secure recorded information, much as we do today.

The term Information Technology, or IT, was officially coined in  1958 by Harold J. 
Leavitt and Thomas L. Whisler in the Harvard Business Review. This new term in the 
lexicon described the industry that was arising from the advent of computers and 
networking systems, which were made up of miles of wire, tape, and flashing lights.

Once these systems became more widespread, it was clear that they posed challenges 
besides maintenance. The information secured in these systems was vulnerable to 
outside threats and needed to be protected.

From K. Kempf, "Historical Monograph: Electronic Computers Within the Ordnance 
Corps" The ENIAC, in BRL building 328. Left: Glen Beck

Cybersecurity:
A Brief History

https://hbr.org/1958/11/management-in-the-1980s
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“It takes 20 years to build a 
reputation and few minutes of 

cyber-incident to ruin it.”

Stéphane Nappo 
Global Chief Information Security Officer
Société Générale International Banking

This gave birth to an entirely new profession. Cybersecurity professionals today are 
skilled in the development, defense, and maintenance of computerized systems 
and networks belonging to organizations. There are a wide variety of roles in the 
cybersecurity industry, from Cloud Security Architects to Cybersecurity Consultants 
and Network Security Specialists, as well as Security Software Engineers and Computer 
Forensics Investigators, among many others.

The security of a company’s computers and networking systems rests on the work 
that cybersecurity professionals do.
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Cybersecurity: 
A Workplace Full of Possibilities

The cybersecurity sector allows professionals in this field to take their career path in 
many different directions. While many cybersecurity professionals end up specializing 
in a unique function, they also wear various hats and go beyond the job description 
of just one role on a day-to-day basis. If you have always been drawn to technology 
and the opportunities around this dynamic industry, cybersecurity is likely to be an 
exciting and rewarding career path for you.

Professionals in the field of cybersecurity share a love of technology and computer 
science and find great job satisfaction in working at the cutting edge of cybersecurity. 

They also tend to be very driven by their mission of safeguarding the integrity of IT 
systems and are grounded in the communal purpose of outsmarting external threats. 

Working with the latest technology adds an excitement factor to the job, but the sheer 
variety of specializations within the cybersecurity sector also ensures that not every 
role in cybersecurity is a high-stakes one.

In fact, many roles in cybersecurity are very low-stress because they are removed from 
the traditional business environment. Things like quarterly roadmap meetings, corporate 
planning, and tight deadlines are mostly outside of the cybersecurity work environment. 
Cybersecurity professionals typically spend their workdays on maintenance and securing 
network software and hardware, working as a team to reach internal goals and Key 
Performance Indicators (KPIs), rather than goals that are company-wide.

The hardware and software used in IT is always advancing, and that means cyber 
threats are, too. Cybersecurity professionals are continually challenged and 
stimulated in a fast-moving environment that keeps repetitiveness and boredom at 
bay and helps create a happy, satisfying workspace.

With so many diverse roles available, there is an ideal cybersecurity job 
for everyone.
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Cybersecurity Managers: 
A Typical Workday

Securing and maintaining the local and national network infrastructures of companies 
and organizations is the responsibility of Cybersecurity Managers.

The range of duties they undertake is varied and may include software set-up, 
coding, firewalling, framework architecture design, and management of employee 
access and network permissions.

Cybersecurity Managers are an essential part of any workplace and the go-to 
destination for all IT security issues. They act as the first line of defense against cyber 
threats, whether internal or external.
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Set up and maintain all 
data, video, and voice 

connections

Troubleshoot and solve 
issues on a daily basis

Perform routine checks and 
analysis of backups, server 

hardware, and disaster 
recovery systems

Maintain company networks 
to ensure they are secure from 

external threats

IT Security Managers also think ahead as they look at ways to improve current systems 
and reduce security costs. They also contribute considerably to the data management 
strategy of the company, interacting with SQL databases, creating reports, and writing/
rewriting queries.

Key Responsibilities of a Cybersecurity Manager
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Network Security Administrators

Network Security Administrators are tasked with keeping computer networks 
up to date in terms of security protocols and ensuring they run efficiently. 
Companies tend to operate a range of systems, including networks for multiple 
computers and software programs. The Network Security Admin, also referred to 
as the admin, is responsible for coordinating these systems.

Depending on the size of the company and the complexity of its network, a 
Network Security Admin can have a broader or narrower set of responsibilities. 
According to ONET, an online database with hundreds of job definitions, these are 
the main tasks that a Network Security Administrator may undertake:

Network Security Admins handle the back-end (network infrastructure hardware and 
software), and the front-end (supporting and maintaining the end-user experience).

Network Administrators must be organized and ready for any issue that arises, 
as they tend to work simultaneously on multiple projects, moving between roles, 
responsibilities, and teams. The ability to manage workflow and maintain balance 
is crucial.

 | Install computer systems and networks

 | Maintain, repair, and upgrade computer systems and networks

 | Diagnose and repair issues, potential threats, and backdoors within the network

 | Improve networks and systems via continual monitoring
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 | Assess computing requirements and vulnerabilities of the company

 | Develop and test upgrades to the network according to the company’s needs

 | Establish network security measures 

 | Plan recovery and backup systems

 | Schedule maintenance and implement preventative measures 

 | Monitor performance and usage of the network

 | Supervise technical staff

 | Manage the development and growth of the network 

For Network Security Managers, the path is open to either manage the IT networking 
team within an organization or to work for an IT consultancy, offering third-party 
services to various clients.

Network Security Managers are generally tasked with the following:

To ensure systems are secure and operating efficiently, Network Security Managers 
tend to work closely with the IT department and with senior managerial staff.

Network Security Managers02
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 | Routine automation

 | Maintain and upgrade security measures

 | Troubleshoot

 | Train new staff 

 | Supervise current staff

 | Provide technical support for new and current projects 

System Security Administrators
Maintenance of the day-to-day operations of computer networks is critical for a 
company. It is the job of the System Security Administrator to ensure everything flows 
smoothly. System Security Administrators ensure user needs are met via acquisition, 
installation, or upgrading computer hardware components and software for a range 
of activities, which may include:

System Security Administrators, also known as SysAdmins, are tasked with the 
maintenance, configuration, and ongoing operation of computer systems, such as 
servers that host multi-user computers. SysAdmins are responsible for maintaining 
adequate uptime, resources, security, and performance of the company’s computers 
within the set budget.

SysAdmins act as the protectors or gatekeepers of a company’s computerized 
activities. From the simplest tasks, such as creating a user profile for a new 
employee, to larger ones, such as providing system support for a big project, the 
System Administrator is a key player in the broader organizational structure.

SysAdmins act as the protectors 
or gatekeepers of a company’s 

computerized activities.
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 | Local Area Networks (LANs)

 | Wide Area Networks (WANs)

 | Intranets (Internal Network Connections)

 | Extranets (External Network Connections)

Network Security Engineers
Network Security Engineers, also known as Network Architects, are responsible 
for managing the local computer network of a company. They ensure a productive, 
secure computerized work environment for all employees.

Network Security Engineers may manage the following data networks:

Each organization has different needs, and therefore the type and complexity of 
networks used also varies. While a particular company may require just one engineer 
dedicated to the maintenance and support of the network, a larger organization 
may need a global team of engineers working beneath a senior Chief Technology 
Officer (CTO) or Chief Information Security Officer (CISO).

A successful Network Security Engineer will have a strong intuition, analytical 
capability, the ability to predict the communication flow of an organization, and the 
ability to discern what types of communication should be proposed to management.
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Cybersecurity: An Understaffed Industry

There is a strong deficit of cybersecurity professionals who are skilled and available 
to fill positions. The demand for Network Security Admins, Network Security 
Engineers, Network Security Managers, and IT Security Managers is increasing 
constantly as organizations continually attain faster, more advanced networks and 
technologies to manage their daily operations. Projections show that cybersecurity 
roles will continue to rise in demand for the foreseeable future. According to 
the Bureau of Labor Statistics, the starting salaries of these professional IT and 
cybersecurity positions are among the highest in any industry.

The bottom line is this: there are too many open positions and not enough candidates 
to fill them. Companies have no choice but to entice potential employees by offering 
higher salaries. As time passes, companies are spending more on cybersecurity, 
and that trend is bound to continue.

https://www.bls.gov/ooh/computer-and-information-technology/network-and-computer-systems-administrators.htm#tab-5
https://www.bls.gov/ooh/computer-and-information-technology/network-and-computer-systems-administrators.htm#tab-5
https://www.bls.gov/ooh/computer-and-information-technology/network-and-computer-systems-administrators.htm#tab-5
https://cybersecurityventures.com/jobs/
https://cybersecurityventures.com/jobs/
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More and more workers are looking to break into cybersecurity and IT.
There are two main ways to do so:

A Degree in Computer Science or a Certification in Cybersecurity?
This is a difficult question that has no definitive answer. It varies from person to person, 
depending on the stage of their career, and their short- and long-term career goals. 

For many potential candidates, a four-year degree is not a viable option, due to the 
large investment of both time and financial resources that it requires. This means that 
more people are turning to bootcamps, educational courses, and evening classes to 
get the qualifications they need. These certificate programs usually include extensive 
training schedules and hands-on simulation exercises. They also sometimes provide 
career services to prepare students for professional cybersecurity roles.

These are the key cybersecurity certifications sought by hiring 
managers in the industry:

 | Gain a degree in computer science

 | Gain certifications via intensive training

 | LPI Linux Essentials 

 | AWS Certified Cloud Practitioner 

 | CompTIA Network+ 

 | Ec-Council C|ND - Certified Network Defender

 | CompTIA Security+ 

 | Ec-Council C|SA – Certified Soc Analyst 

 | Ec-Council C|EH – Certified Ethical Hacker 

 | (ISC)² SSCP – Systems Security Certified Practitioner

https://digitalskills.odu.edu/cybersecurity-bootcamp/
https://digitalskills.odu.edu/cybersecurity-bootcamp/
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Real-World Scenarios: The Key to Effective Training Programs

A traditional degree and certification training 
differ in one primary way: the study material.

The topics studied in a four-year degree 
program are vastly different from those in a 
training course that offers a specific career 
focus. Firstly, a four-year degree tends to hone 
in on the theory of computer science, while 
training courses are based on an effective 
mix of practice and theory and provide the 
hands-on training employers value most. 

Secondly, in training courses, industry professionals often act as lecturers and guest 
speakers, teaching via real-life scenarios and case studies that bring the perspective 
of actual working environments and the challenges happening in the field today.

Here’s another way to look at it: a degree teaches about the world of IT and 
cybersecurity while a certification course prepares students for a successful career.

Training courses usually include 
a mix of theory and the hands-on 

training valued most by employers.
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Education and Experience: What Employers Want
There is a serious deficit of competent and skilled cybersecurity candidates, and 
employers are very choosy. According to research, almost 50% of employers want 
candidates who have a potent combination of experience, education, and skill.

According to HR data provided by IT companies and recruitment experts, the 
right certification gives prospective employees a definite advantage over other 
candidates, particularly in cybersecurity.

While certain employers may require a candidate with a degree in computer 
science, others may place more importance on certifications and work experience, 
especially for hands-on positions such as Network and Systems Administrators. 

The addition of Cisco certifications and other certifications can go a long way 
in making a resume stand out to HR recruiters. In many instances, a current 
certification will be the deciding factor in whether to employ a candidate, as 
the certification is a testament to the candidate’s currency of knowledge and 
competency in the field.

https://cybersecurityventures.com/jobs/
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contact us or schedule a 
call with one of our cyber 

admissions advisors.

To learn more about how to get qualified for a 
career in defensive or offensive cybersecurity

In the short-term, it is true that training for certifications provides a higher 
return on educational investment. Qualifying for a certification is much quicker, 
from just a few weeks to a year, while it can take four years or more to attain a degree.

Advanced training institutions sometimes offer a broader introductory course 
that provides a higher-level picture of the IT and cybersecurity industries, before 
diving into the more technical details of the material. This provides potential 
students with the opportunity to try out the course before making a commitment 
to complete the full program.

https://digitalskills.odu.edu/contact-us/
https://digitalskills.odu.edu/mailchimp/
https://digitalskills.odu.edu/mailchimp/
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